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Abstract: In order to effectively process the massive data brought by the large-scale application of the internet of things
(IoT), deep learning is widely used in IoT environment. However, in the training process of deep learning, there are secu-
rity threats such as reasoning attacks and model reverse attacks, which can lead to the leakage of the original data input to
the model. Applying differential privacy to protect the training process parameters of the deep model is an effective way
to solve this problem. A differential privacy budget optimization method was proposed based on deep learning in IoT,
which adaptively allocates different budgets according to the iterative change of parameters. In order to avoid the exces-
sive noise, a regularization term was introduced to constrain the disturbance term. Preventing the neural network from
over fitting also helps to learn the salient features of the model. Experiments show that this method can effectively en-
hance the generalization ability of the model. As the number of iterations increases, the accuracy of the model trained af-
ter adding noise is almost the same as that obtained by training using the original data, which not only achieves privacy
protection, but also guarantees the availability, which means balance the privacy and availability.
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